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See how disaster recovery has evolved as a result of today’s advances in technology. Virtualization and cloud  

innovation has made disaster recovery a must-have solution for companies of all sizes due to its scalability, lower 

cost, and improved efficiency.  

Not very long ago disaster recovery was a luxury afforded by only the very large companies due to the prohibitive cost 

and effort required.  Frequently even these large companies were unable to justify the investment and went without a 

disaster recovery plan. Today, virtualization and cloud enables companies of all sizes to implement a scalable, highly 

efficient disaster recovery plan without a huge investment.

Costly and Resource-intensive Disaster Recovery of Yesterday 
At one time, investment in disaster recovery came in one of two forms: build a replica or subset of the production- 

computing environment at a secondary site or contract with a disaster recovery provider.  These disaster recovery  

providers maintained data centers equipped with compatible computing platforms upon which a company could  

restore their environments when a disaster was declared.  The latter was often the more feasible solution since the  

service provider was able to leverage their hardware investment over a pool of customers thereby lowering their per 

unit cost and passing some of the savings along to their customers.  Though, I have heard many companies complain 

over their $50,000-$400,000 monthly costs to maintain their contract for a secondary site disaster recovery location. 

These exorbitant fees did not even cover the customer’s annual testing costs to simulate a disaster and test their  

recovery process that often included IT staff members rolling through airports with cases of backup tapes.  

Beyond the expense, disaster recovery services were also very resource intensive with long recovery point and recovery 

time objectives.  Recovery Point Objective (RPO) is the maximum tolerable period in which data might be lost from an 

IT service.  Often the nightly backup tapes were used for disaster recovery purposes so the RPO could be as long as 24 

hours.  The Recovery Time Objective (RTO) is the duration of time and a service level within which a business process 

must be restored after a disaster (or disruption) in order to avoid unacceptable consequences associated with a break in 

business continuity.  Time could easily exceed 48-72 hours with travel to the recovery site required, following what may 

be out-of-date documentation and shuffling tapes recovery.  
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Due to the cost and effort, these tests were normally performed 
on annual basis and were not frequent enough to keep the plans 
up-to-date.

More Affordable and Efficient Disaster Recovery of Today 
Virtualization, now a prevalent technology in the data center, has led to a major consolidation of server hardware.  It is 

not uncommon to see 10 or more virtual servers running on a single physical server acting as a host.   This disruptive 

technology has not only changed the way our data centers are designed but has also laid the ground work for a more 

effective, efficient disaster recovery solution.  No longer does a secondary data recovery center require a one-to-one 

physical inventory that mirrors the production site.    A data center with 100 physical servers may now be running 100 

virtual servers across 10 physical servers.  As you can imagine, equipping a secondary data center with 10 physical 

servers versus 100 physical servers is a huge cost savings. Not to mention the additional cost savings derived from the 

reduced footprint for rack space and decreased consumption of power and cooling.  

Robust, Flexible Disaster Recovery with Virtualization 
The ecosystem built around virtualization, specifically backup and replication software, has assisted in creating a more 

affordable and efficient disaster recovery plan.  There are many new back up and replications solutions to choose from 

but some of the most interesting are the ones that operate at the hypervisor level.   

Hypervisor-based replication offers the following benefits:
•  Hardware-agnostic—Hypervisor-based replication supports all storage arrays, so organizations can replicate from any-

thing to anything. In today’s increasingly heterogeneous IT environment, this allows users to mix storage technologies 

such as Storage Area Network (SAN) and Network-Attached Storage (NAS), and virtual disk types such as Raw Device 

Mapping (RDM) and VMware File System (VMFS).

• Faster and More Efficient—Hypervisor-based replication solution achieves RPO in seconds and RTO in minutes.

•  Centralized Management—With no guest-host requirements or additional hardware footprint,  

a hypervisor-based solution is easy to manage. It simply resides in the hypervisor, enabling  

centralized management.                                                                                                                                                                                                          

By combining virtualization and hypervisor-based replication a very robust, flexible and cost effective disaster recovery 

solution was waiting to be born.  The missing component was a platform to deploy on which equaled in flexibility and 

cost effectiveness.  And then there was the Cloud.

Scalable, On-demand Disaster Recovery as a Service 
Cloud Computing, as defined by the National Institute of Standards and Technology, is “a model for enabling ubiqui-

tous, convenient, on-demand network access to a shared pool of configurable computing resources (e.g., networks, 

servers, storage, applications, and services) that can be rapidly provisioned and released with minimal management 

effort or service provider interaction.”  

Cloud Computing or more accurately the delivery model of Infrastructure as a Service has enabled companies to cost 

effectively set up a secondary data center to which they can replicate their mission critical systems in a scalable, flexible 

and on demand manner. 
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By leveraging Cloud services, customers remove many of the remaining high costs associated with disaster recovery 

services.  Namely, there is no longer a large capital expense to purchase physical servers, storage and network hardware 

required to build a secondary data center or pay a disaster recovery providers to do so.  Companies can now fulfill this 

hardware need with a Cloud provider or DRaaS.  These providers deliver virtual servers, storage, replication software, 

management services and provide a comprehensive disaster recovery solution which is scalable, up or down, on de-

mand for a monthly cost. 


